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C KaxJbpIM TOJJOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCA OOJIbIIE, a IIKOJIBHUKU OJHU W3
caMbIX aKTHBHBIX IOJb30BaTenel PyHera. Mexay TeMm, MOMHMO OrpOMHOTO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HEeCeT W MpoOsieMbl. DTa MmaMsATKa JO0JDKHA MOMOYb Tebe Oe30macHo
HAaXOJHUTHCS B CETH.

Komnwvromepnoie supycoi

KoMmnbroTepHelii  BUpyC — 3TO  Pa3HOBHJIHOCTh  KOMIIBIOTEPHBIX  IPOrpamw,
OTJIMYUTENFHOH OCOOCHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTh K pa3MHOXKEHHI0. B
JOTIONTHEHWE K ATOMY, BUPYCHI MOTYT HOBPEIUTHh WU MOJTHOCTHIO YHUUYTOXKUTH Bce (ailiibl u
JTAaHHbIE, MOJKOHTPOJBHBIE TOJIH30BATENI0, OT UMEHH KOTOPOro ObLIa 3amylleHa 3apaxEHHas
IporpamMma, a TakXe MOBPEIUTh WIH AaX€ YHHUYTOXHUTh ONEPAUOHHYIO CHCTEMY CO BCEMU
daitnamu B 11esioM. B 60JBIIMHCTBE CllydaeB pacpOCTPaHSIOTCS BUPYCHI Yepe3 UHTEPHET.

MeToabl 3alIUTHI OT BPEJOHOCHBIX MPOTPAMM:

1. Hcnonb3yii COBpEMEHHBIE ONEPAIMOHHBIE CUCTEMbI, UMEIOIIUE CEPHhE3HBIM YPOBEHD
3allUTHI OT BPEJOHOCHBIX MPOrPaMM;

2. TloctossHHO ycTaHaBiIWBai mauTd (IU(POBBIC 3aIlIaTKU, KOTOPHIE aBTOMATHYECKH
YCTaHABIIMBAIOTCS C IENbI0 JOPAOTKH MPOrpaMMbI) U ApPyrue OOHOBJICHHS CBOEH
oTepanoHHON cucteMbl. CKaunBai UX TOJIBKO ¢ O(UIIMATIBHOTO caiiTa pa3paboTynka
OC. Ecnu cymiecTByeT peUM aBTOMaTHUYECKOTO OOHOBIJICHUS, BKIIIOYH €T0;

3. Paloraii Ha cBOeM KOMITBIOTEPE MO MTpaBaMHU TOJI30BATENs, a HE aJIMUHUCTPATOpA.
DTO HE MO3BOJHT OONBIIUHCTBY BPEIOHOCHBIX MPOTPaAaMM HWHCTAITUPOBATHCS Ha
TBOEM MEPCOHATILHOM KOMITbIOTEPE;

4. Hcnonw3yit aHTUBUPYCHBIE TPOTPAMMHBIE MPOAYKTHI U3BECTHBIX MPOU3BOAUTEINEH, C

aBTOMATUYECKUM OOHOBJIEHHEM 0a3s;

Orpannyb pU3UIECKH TOCTYN K KOMIIBIOTEPY 715l TOCTOPOHHUX JIHII;

6. Vcrmonp3yil BHENTHHUE HOCUTENN WH(GOPMAITUH, TaKUe Kak ¢IIeliKa, JUCK Win (haii u3
WHTEPHETA, TOJBKO U3 MPOQEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBali KOMIBIOTEpHBIE (DAMIIBI, TTOJYYCHHBIE M3 HEHAAEKHBIX HMCTOYHUKOB.
Haxe T1e (ailnbl, KOTOphle MpHUCIaT TBOW 3HAKOMBIH. Jlyuiie yrouHum y Hero,
OTTMPABIISL I OH TEOE MX.
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Cemu WI-FI

Wi-Fi - 5T0 He BUJ niepenaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JUIh OpeH, Mapka. Emre
B 1991 rony Huzaepnanjackas xommaHus 3apeructpupoBaia opens «WECA», uyro o60o3Havano
cinoBocodetanue «Wireless Fidelity», KOTOpBIi TepeBOAUTCS KaK «OECIPOBOIHASI TOYHOCTh>.

Jlo Hamiero BpeMeHH Jomia Jpyras abOpeBwaTypa, KOTOpasi SBISETCA TaKOW XKe
TexHoyoruei. Oto abopeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO 1aHO ¢ HAMEKOM Ha CTaHIApPT
BBICIIHI 3ByKOBOM TexHUKH Hi-Fi, 4T0 B mepeBoie 03Ha4aeT «BhICOKAsK TOUHOCTH».

Jla, OecriaTHBIM MHTEPHET-IOCTYI B Kade, OTeNsAX M a’pomnopTrax SBISETCS OTIWYHOMN
BO3MOXXHOCTBIO BBIX0/1a B MHTepHET. Ho MHOTHE SKCHepThl CUMTAIOT, YTO 00meaoCcTynHbe Wi-

Fi cetu He sBisgroTCST O€30IIaCHBIMU.

CoBetbl 0 Oe30MmacHOCTH paboTe B 001 OCTYITHBIX ceTsx Wi-fi:



He mepenaBaii cBoro nuuHyo HH(popMmamuio uepe3 odbmenocrynubie Wi-Fi cern.
PaGoras B HuX, XenaTeabHO HE BBOAMUTH IMAPOJU JOCTYIMA, JIOTUHBI M KaKHE-TO
HOMEPA;

Hcnonw3yit 1 0OHOBIISI aHTUBUPYCHBIE MMPOTPaMMBbI U Opanamayep. Tem cambIM ThI
obe3omacuib cest 0T 3aKaYKU BHPYyCa Ha TBOE YCTPOUCTBO;

[Ipu ucnonp3zoBanuu Wi-Fi otkmoun ¢yskuo «OO0mmit goctyn k daiinam u
npuHTepam». JlaHHas QYHKOHS 3aKphITa MO YMOJIYaHUIO, OJHAKO HEKOTOpHIE
MOJI30BaTEIN aKTUBUPYIOT €€ /Il y100CTBa UCIIOIB30BaHus B paboTe uim ydeoe;

He ucnone3yit ny6nanunsiii WI-FI nis mepenaun IUYHBIX JAHHBIX, HApUMEp UL
BBIXOJIa B COIIMAJIbHBIE CETU WU B AJIEKTPOHHYIO MOUTY;

Nnone3yit Tonpko 3amuiieHHoe coeauHenue uepes HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B moOunbHOM Tenedone oTkmounm  pyHkmmoo  «[lomkmrouenme k  Wi-Fi
aBTOMaTu4ecku». He momyckaii aBTOMaTHYECKOTO MOJKIIOYEHUS YCTPOHUCTBA K CETIM
Wi-Fi 6e3 TBoero cormacus.

COI/}MCZJZbele cemu

ConuanbHbIe CETH aKTHBHO BXOJST B HAIly YKU3Hb, MHOTHE JIOAW PaOOTAIOT U JKUBYT
TaM TOCTOSTHHO, a B Facebook y»e 3aperucTpupoBaH MHUJUTHAP YEIIOBEK, UTO SBJISCTCS OIHOU
CeIbMOM BCEX JKHTENeH MiuaHeThl. MHOTHE TOJh30BaTeM HE MOHUMAIOT, YTO HHGOpMaIus,
pa3MelnIcHHass UMU B COITMAIBHBIX CETSIX, MOXKET OBITh HalJIeHA W MCIOJIh30BaHa KEM YrOJHO, B
TOM YHUCJIEe HE 0053aTeIHHO ¢ OJIarMMHU HAMEPEHHUSIMH.

OCHOBHBIE COBETHI 10 0E€30IIACHOCTH B COLUAJIBHBIX CETAX:

1.

2.

Orpannub CIUCOK Jpy3eil. Y TeOs B APY3biIX HE JOHKHO OBITh CIy4alHBIX H
HE3HAKOMBIX JIIOJICH;

3ammimai CBOIO 4YacTHYIO >ku3Hb. He ykaseiBaii maposu, tenedoHbI, aapeca, maTy
TBOETO POXACHHUS W JPYTYIO IUYHYI0 HHPOPMAIUIO. 3JIIOYMBIIIJICHHUKA MOTYT
WCIIONB30BaTh Jake MHPOPMAIMIO O TOM, KaK Thl U TBOHW POJUTENN TUTAHUPYETE
MIPOBECTU KAHUKYJIbI;

3amminai CBO0 PENyTaIuio - IEPKH €€ B YUCTOTE M 3aJ1aBail cebe BOIPOC: XOTeN Obl
ThI, 9TOOBI JAPyTHE MOJH30BATEIU BHUJIEIH, YTO ThHI 3arpyxaems? [logymait, mpexae
9YEeM YTO-TO ONMyOJUKOBATh, HAITUCATh U 3aTrPY3HTh;

Ecau T roBOpUIIB € JIIOJABMH, KOTOPBIX HE 3HaCIllb, HE MCIOIb3YHl CBOE peajbHOE
UM U JPYTyH0 JIMYHYIO WH(QOpMAlUUA: UMs, MECTO KHUTEIhCTBA, MECTO Y4eObl
npouee;

N3zberaii pazmenienus dotorpaduii B uTepHeTe, r/1€ Thl H300pakeH Ha MECTHOCTH,
10 KOTOPOI MOKHO OMPEETUTh TBOE MECTOIOIOKEHHUE;

[Ipu perucrpanuu B CONMAIBHON CETH HEOOXOAUMO HUCIIOIB30BATh CIIOKHBIC TTAPOIIH,
cocTosMe U3 OyKB U U(]pP U ¢ KOTUIESCTBOM 3HAKOB HE MEHEE §;

JIist conranbHOM CETH, MOYTHI U APYTHX CAaWTOB HEOOXOJAMMO HCIIOIh30BaTh Pa3HbIE
naponu. Toraa ecnu TeOst B3IOMAIOT, TO 3JIOYMBIIIIEHHUKH TIOTy4YaT JOCTYH TOJBKO
K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

Onexmponnvie oenveu

DNEeKTPOHHBIE JEHBI'M — 3TO OYEHBb YIAOOHBIN CIOCO0 TUIaTEeXKEH, OJJHAKO CYIIECTBYIOT
MOIIICHHUKU, KOTOpBIe XOTAT HOJIy‘II/ITI: 9TU NCHBI'U.

DNEeKTPOHHBIE JIEHBIU MOSBUIIUCH COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOI'HX
rocyapcTBax 0 CUX MOpP HE MPOIKUCAHO PO HUX B 3aKOHAX.



B Poccumn xe oHM (QYHKUIMOHHPYIOT M O HHMX YK€ MPONHCAHO B 3aKOHE, TIe HX
pa3iensioT Ha HECKOJIbKO BHJOB — AHOHMMHBIE M HE aHOHMMHBIE. Pa3Huila B TOM, 4TO
AQHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelraercs MPOBOAUTH Omepanuu 0e3 HICHTHU(PUKAIUU
MOJIb30BaTENs, @ B HCAHOHUMHBIX UACHTH(DHUKAIINY ITOTH30BATENS SIBISETCS 005S3aTeIHHOM.

Taxke cnenyer pa3nuyarh JEKTPOHHBIC (hUATHBIE JEHBIM (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbBIE HEUATHBIE IEHbIU (HE PaBHBI TOCYJaPCTBEHHBIM BAIIOTAM).

OcHoOBHBIE COBETHI 110 0€30MacHOM paboTe C IMEKTPOHHBIMU J€HbIAMU:

1. TlpuBspku K cueTy MOOWJIBHBIM TenedoH. DTo caMblif yHOOHBIA U OBICTpPBIM CIIOCOO
BOCCTaHOBUTBH JOCTYN K cuery. [IpuBs3aHHBINA TenedoH MOMOXKET, eciau 3a0ylelib
CBOM IUIATEKHBIN NIAPOJIb UM 3alIelIb HA CAT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonb3yit omHopaszoBbie maposid. [locne mepexona Ha YCUIIEHHYIO aBTOPHU3AIUIO
Tebe yxKe He OyAeT yrpokaTh OMACHOCTh KPaXkH WIIM TIepexBara IJIATeKHOTO MapoJis;

3. BeiOepu cnoxublii maposib. IlpectymHukam OyAeT HE TPOCTO yrajgaTh CIIOMKHBIA
naposb. HaznexHsle mapoiam — 3To MapoJiv, KOTOPBIE COEPKAT HE MEHEE § 3HAKOB U
BKJIIOYAIOT B ce€0sl CTPOYHBIE U MPOIMUCHBIE OYKBBI, HU(PH U HECKOJIBKO CHMBOJIOB,
TaKWe Kak 3HaK Jojuiapa, pyHTa, BOCKIHMIATENbHbIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOJM CBOM JIMYHBIC TAHHBIC HA CalTax, KOTOPHIM HE JOBEPSCIIb.

Qﬂekmponna}z nouma

DNeKTpOHHAs MTOYTa — 3TO TEXHOJOTHS U MPEOCTABIISIEMBIC €10 YCIYTH 10 TIEPECHIIKE U
MOJTYYEHHUIO JJIEKTPOHHBIX COOOIICHUI, KOTOpPBhIE PAaCHpPEIENSIOTCS B KOMITBIOTEPHOH CETH.
OO0BIYHO 3JIEKTPOHHBIN IIOYTOBBIN SITITUAK BEITJIAAT CIEAYIOUIUM o0OpazoM:
UMS_II0JIb30BaTeNs(@UMs_jioMeHa. Takke KpoMe TMepeJadd MpOCTOro TEKCTa, HMEEeTCs
BO3MOJKHOCTH TIepe/1aBaTh (haubl.

OcHOBHBIE COBETHI IO 0€30MacHOM padOoTe ¢ ANEKTPOHHOU MOYTOM:

1. Hapgo BbIOpaTh mpaBWIBbHBIN MOYTOBBIN cepBHUC. B HHTEpHETE €CTh OrpOMHBII BBEIOOP
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIyUIIEe JOBEPATH TEM, KOrO 3HACIlb U KTO
IIEPBBII B PEUTHUHTE;

2. He yka3wiBaii B TMUHON mouTe JU4YHYI0 WHpopmaruioo. Hampumep, nydire BIOpaTh
«MY3bIKaTbHBIN_(aHaT(@» nin «pok2013» BMecTo «Temal3»;

3. Hcnonb3yit IBYXATalHY0 aBTOPU3ALMIO. DTO KOTrAa TOMUMO MapoJisd HY>KHO BBOJUTH
KOJI, IpHchlIaeMbIil mo SMS;

4. BpiOepu CIOXKHBIA Maposb. (s KaKI0ro MOYTOBOTO SIIUKA JIOJDKEH OBITh CBOM
HAJICXKHBIM, YCTOMYMBBIN K B3JIOMY [1apOJIb;

5. Ecnmm ectb BO3MOXXHOCTH HAmucaTh CaMOMY CBOW JIMYHBIA BOIPOC, MCTIOIB3YH ATy
BO3MO>KHOCTB;

6. Hcrmonb3yil HECKONBKO TOYTOBBIX SIMUKOB. IIepBBIA Il YacCTHOW TEPENUCKH C
aJgpecaramM, KOTOPbIM Tbl JOBEpsielllb. JTO JJICKTPOHHBIA aapec He HaAo
MCIOJIb30BaTh MPU PErucTpanuu Ha popymax u carax;

7. He otkpbiBail (ailnbl U Apyrue BIOKEHUS B MUChbMax JNaXKe €CIU OHHM MPUIUIA OT
TBOUX Apy3ei. Jlydre yrouHu y HUX, OTIPABIISIIN JIM OHU TeOe 3Th (Daiiiibr;

8. Ilocne oxoHyanwsi pabOTHl Ha MOYTOBOM CEPBHUCE TEPE] 3aKPBHITUEM BKIAIKH C
calToM He 3a0y/lb Ha)KaTh Ha «BBIATH».



Kubepbynnune unu eupmyanvnoe uzdeeamenbcmeo

KubepOynauar — mpeciegoBaHuE COOOIICHUSMHU, COJCPKAIIMMH OCKOpOJICHMS,
arpeccuio, 3almyruBaHNe; XYJIUTAaHCTBO; COIMATBHOE OOMKOTHPOBAHHME C TIOMOIIBIO PA3THYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOpPHOE ¢ KHOEPOYILITUHTOM:

1. He Opocaiics B O6oii. JIydmmii coco0: MOCOBETOBAThCS KaK ceOsl BECTH U, €CIIA HET
TOTO, K KOMY MOKHO OOpaTUTbCS, TO BHayale YCIOKOUThCA. Ecnmu Tl HauHelb
OTBEYATh OCKOPOJICHUSIMM Ha OCKOPOJIEHHS, TO TOJBKO eIie OOoJblIe Pa30oxKelllb
KOH(JIUKT;

2. VYmpasmsii cBoei kubeppernyTanueii;

3. AHOHUMHOCTH B ceTH MHUMas. CyIIeCTBYIOT CIOCOOBI BBIACHHTH, KTO CTOHUT 3a
QHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJauTaHCKHK 00pa3 BUPTyadbHOU XU3HHU. VIHTEpHET (hUKCUpPYET BCE

TBOM JICHCTBHUS U COXpAHACT UX. Y JalUTh UX OyJeT KpailHe 3aTpyIHUTEIBHO;

Cobnronait CBOM BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyéi enuHW4YHBIA HeraTuB. OIHOPa30BBIE OCKOPOUTENBHBIE COOOIICHUS
myyiie urHopupoBaTh. OOBIUHO arpeccus MpeKpamlaeTcs Ha Ha4albHOM CTauu;

7. Bban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIIIEHUSMH, B COIIMATTLHBIX
CeTSIX €CTb BO3MOXKHOCTb OJIOKUPOBKHM OTIPABKU COOOILIEHUI C OMpeesieHHbIX
aZpecoB;

8. Ecimu Th1 cBugerenp KuOepOymauHra. TBoW JNEWCTBHS: BBICTYNIHTH TPOTHUB
IpecieaoBarens, INoKa3aTb €My, YTO €ro JeHCTBUS OLIEHUBAIOTCA HETaTUBHO,
MOAJEPKaTh KEPTBY, KOTOPOM HYXKHA TIICHUXOJOTMYEcKas IOMOIlb, COOOIIMUTH
B3pOCIIBIM O (paKTe arpecCUBHOTO TOBEJCHHUS B CETH.
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Mobunvuwiii menegon

CoBpemenHble cMapT()OHBI M IUJIAHIIETHl COJAEPKAaT B cebe BIIOJIHE B3POCIHBIHA
(YHKLIMOHAJ, M Tenepp OHM MOIYT KOHKYpHUpPOBaThb CO CTal[MOHApPHBIMH KOMIIBIOTEPAMHU.
OpHako, CpeACTB 3aIUTHI U TOJOOHBIX YCTPOMCTB MOKa O4eHb Mano. TecTupoBaHHE U TOUCK
YSI3BUMOCTEM B HUX NPOUCXOIUT HE TaK MHTEHCHBHO, Kak mis IIK, To ke camoe kacaercs u
MOOWJIBHBIX TMPHIIOKEHHUH.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH JOTHAJIM HACTOJbHbBIE aHAJIOTH,
OJIHAKO pacmHpeHre (yHKIHOHAJIA BJIEUYET 3a CO0O0M OOJIBIIYIO CIIOKHOCTH M MEHBIIYIO
3alllMIIICHHOCTD.

Jlarmeko He Bce MPOU3ZBOIUTENM BHITYCKAIOT OOHOBICHUS, 3aKPBIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH JIJIsl CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI 111 0€30MacCHOCTH MOOMIIBLHOTO TenedoHa:

1. Huyero He sBNsieTcs Mo-HAcTosIeMy OecrulaTHBIM. Bynb ocTopoxeH, Beob Koraa
TeOe mpemaraloT OeCrIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKHE-TO
IJIaTHBIE YCIIYTH;

2. Jlymaii, mpexne yem otrnpaBuTh SMS, hoto nmm Buaeo. Thl TOUHO 3HACIIB, T/IE OHH

OyayT B KOHEYHOM HTOTE?

Heo6xoaumMo 0OHOBIATE OMEpallMOHHYIO CUCTEMY TBOETO CMapTQOHa;

4. Wcnonp3yil aHTUBHPYCHBIE IPOTPAMMBI JUII MOOMIIBHBIX TeJIe(OHOB;

»



5. He 3arpysxaii npuioXeHusi OT HEU3BECTHOI'O UCTOYHHUKA, BEIb OHU MOTYT COJAEPKATh
BPEIOHOCHOE MPOTrpaMMHOe 00eCrieYeHUE;

6. Ilocne Toro kak Thl BBIHJCIIL C CaliTa, I/le BBOAWI JUUHYIO HH(OPMAIIHIO, 3aliI1 B
HacTpPOWKHU Opay3epa u ymainu cookies;

7. Ilepnonnuecku NpoBepsd KaKue IUIATHBIEC YCIIYIY AKTUBUPOBAHBI HA TBOEM HOMEpE;

8. JlaBaii cBoii HOMEP MOOMJIBHOTO Telie(hOoHA TOJBKO JIIOISAM, KOTOPBIX Thl 3HACIIb U
KOMY JIOBEpSEILb;

9. Bluetooth momkeH OBITH BBIKIIOYEH, KOTJIa Thl UM HE TOJb3yembcs. He 3a0biBait
MHOTJa MPOBEPSTH 3TO.

Online uepot

CoBpeMeHHbIE OHJIAWH-UTPBl — H3TO KPACOUHbIC, 3aXBATHIBAIOIIME PA3BICUCHUS,
00BEAMHSIONINE COTHU THICAY YENOBEK MO0 BceMy Mupy. Urpoku ucciaenyroT JaHHBIA UM MHUP,
00IIArOTCS APYT C APYTOM, BBIMOJTHSIOT 3aJaHMsI, CPAKAIOTCS C MOHCTPAMH H IOJIYYalOT OTIBIT.
3a yIOBOJBCTBUE OHU IUIATAT: MOKYMAIOT JUCK, OIUIAYMBAIOT aOOHEMEHT WM MpPUOOpeTaroT
KaKHe-TO OILHUH.

Bce atM cpeactBa MayT Ha NOAAEpKAHME W pa3BUTHE WIPhl, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPIICHCTBYIOTCSI CHCTEMBbl aBTOPU3AlLlMM, BBITYCKAIOTCS HOBBIE MAT4U
(un¢poBbIe 3aIIATKU AJISt IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B momo0HBIX WUIpax CTOMT OmacaTtbCs HE CTOJBKO CBOMX COMEPHUKOB, CKOJIBKO KPaKH
TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALMU OOJIBIIUHCTBA UTP.

OCHOBHBIE COBETHI 0 O€30MaCHOCTH TBOETO UTPOBOT'0 aKKayHTa:

1. Ecnu apyroii urpok BeneT cels III0X0 WM CO3aeT TeOe HEMPUATHOCTH, 3a0JI0KUPYH
€r0 B CIIMCKE UTPOKOB;

[loxxanmylics agMUHUCTpAaTOpaM UIPhl Ha IIJIOXO€ IOBEJEHHE 3TOr0 WIpoKa,
KEJIaTENIbHO IIPUIIOKUTD KaKHe-TO JOKA3aTeNbCTBA B BUJIE CKPUHOB;

He ykasbiBaii muunyto nHpopMaluio B mpogaiiie urpsl;

VYBaxkall Ipyrux y4aCTHUKOB IO UTPE;

He ycranaBnuBaii HeoduIInanbHbIE TATYH U MOJIBI;

Hcnonb3yit C10KHBIE W pa3HbIE MTAPOIIH;

Jlaxxe BO BpeMsl UIPbl HE CTOMUT OTKJIIOYaTh aHTUBHUpYC. IIoka ThI Mrpaems, TBON
KOMIIBIOTEP MOTYT 3apa3uTh.
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Duwiune unu Kpaosica TU4HblX OAHHbBIX

OOBIYHON Kpake JCHEr W JOKYMEHTOB CETOJHS YK€ HHUKOro He yAuBHfIIb, HO C
pa3BI/ITI/IeM I/IHTepHeT-TeXHO.HOI‘I/Iﬁ 3JIOYMBIH_UICHHI/IKI/I HepeMeCTI/IHI/ICB B I/IHTepHeT, n
MIPOJIOJDKAIOT 3aHUMATHCS «TTFOOMMBIM» JIETIOM.

Tak mosiBUIIach HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (UIIMHT, TJIaBHAS IIETh
KOTOPOro COCTOUT B IOJTYYCHHUU KOHq)I/I,Z[GHI_[I/IaHBHBIX JaHHBIX [I0JIL30BaTEIel — JIOTUHOB U
naposieii. Ha anrnmiickom si3bike phishing unraercs kak ¢ummar (ot fishing — peiOHas 0B,
password — mapoJib).

OcHOBHBIE COBETHI O 60PHOE ¢ (HPUIIMHTOM:

1. Crnemun 3a cBoMM akkayHTOM. Eciu ThI mojo3peBaelib, YTO TBOsS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHPOBaTh €€ M COOOIIUTh aIMHHHUCTPATOpaM
pecypca 00 3TOM Kak MOKHO CKOpeEe;



2. HWcnonp3yii Oe3omacHble BeO-CATBI, B TOM YHCIE, WHTEPHET-MarasuHOB U
ITOMCKOBBIX CHUCTEM;

3. Hcnonp3yii cioxHbIE M pa3Hble Mapoiu. TakuM oOpa3oM, ecinu TeOs B3JIIOMAIOT, TO
3JI0YMBIIIJIEHHUKH T1OJIy4aT JAOCTYI TOJBKO K OJJHOMY TBOEMY IMPOQMIIIO B CETH, a HE
KO BCEM;

4. Ecnmn TebGs B371OMaIM, TO HEOOXOAMMO MpPEIyNpEeIuTh BCEX CBOMX 3HAKOMBIX,

KOTOpBbIE J0OaBJIEHBI y T€OS B APY3bSX, O TOM, UTO T€OsI B3IOMAIH M, BO3MOXHO, OT

TBOETO UMEHM OYJET PacChlIaThes CIaM U CChUIKHM Ha (DPMILMHIOBBIE CAlThI;

YcranoBu HaaexHbIi mapoib (PIN) Ha MoOMIbHBIH TenedoH;

OTkroun coxpaHeHue naposis B opaysepe;

7. He otkpbiBail (ailnbl U Apyrue BIOKEHUS B MUChbMax NaXke €CIU OHHM MPUIUIA OT
TBOUX Apy3ei. JIydie yTouHu y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (ailiibl.

SN

Hugposas penymayus

[udposas pemyranusi - 5T0 HeTaTUBHAS WM MO3UTHBHAs MHQpOpMaIUs B CETH O TeOe.
Kommpomerupyromiass uHbopMalius pa3MelieHHass B UHTEPHETE MOXKET Cephe3HBIM 00pazom
OTPa3UThCS HA TBOCH peanbHOMU Xu3HHU. «L{udpoBas pemyranusi» - 3T0 TBOW UMUK, KOTOPBIH
dopmupyercst u3 uadopMmalu o Tede B UHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHUE, 0COOEHHOCTH XapaKTepa
¥ paccKasbl 0 OJM3KUX — BCE ATO HAKATUTMBAETCS B CETH.

MHorue moJpoCTKH JETKOMBICIEHHO OTHOCATCS K IMYyOJMKAIMW JTUYHOW WH(POpMaIUA B
HuTepHere, HEe MOHMMAas BO3MOYKHBIX MOCIEACTBUM. ThI Jake HE CMOXKEIIb J0TaJaTbCs O TOM,
4yTto pororpadusi, pazmerieHHas 5 €T Ha3a/l, CTana MPUYNHON 0TKa3a MPUHATH Te0s Ha padoTYy.

KommenTtapum, pasmemienne TBOMX Qotorpaguii U apyrue ACUCTBHS MOTYT HE
UCYE3HYTh JaXe I0CJI€ TOro, Kak Thl MX YyAaJulb. Tbl HE 3HAellb, KTO COXpPaHWI 3Ty
uH(pOopMallKIO, MoNaa U OHAa B MOMCKOBBIE CUCTEMBI U COXpPaHWJIACh JIM OHA, a TJIaBHOE: 4TO
NOIyMAlOT 0 Tebe OKpy»XKarollee JI0AU, KOTOpble HAalayT u yBuIAT 3To. Haiitn mndopmarmio
MHOTO JIET CITYCTSl CMOJKET JI000M — Kak W3 JO0OpBhIX MOOYXKIEHWM, TaK U C HaMEpPEHUEM
OPUYHHUTH Bped. ITO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI I10 3alIUTe HU(POBON pPeIryTaIiu:

1. Tlomymaii, mpexae 4yeM YTO-TO MyOJIMKOBAaTh M IepeaaBaTh y ceOs B OJiore Wid B
COITMAJIbHOM CETH;

2. B Hactpoiikax npoduis yCTaHOBH OTPAaHUYCHHS Ha MTPOCMOTP TBOETO MPOUIIS U €ro
COJIEPIKUMOTO, CAETAN €ro TOJIBKO «IJIs APY3Eh»;

3. He pa3memnraii u He yKka3bpiBail HHPOPMAIIHIO, KOTOPAsi MOXET KOTO-JIN00 OCKOPOJIATH
WJIH OOVIKATh.

Aemopckoe npago

CoBpeMeHHbIE IIKOJBHUKA— AaKTHBHBIE IOJIb30BaTeIM MHM(PPOBOrO MPOCTPAHCTBA.
OpnHako Janeko He BCE 3HAIOT, YTO IOJIb30BaHWE MHOTUMH BO3MOXKHOCTSIMH HH(POBOTO MHpa
TpeOyeT coOII0ACHNUS IPaB Ha HHTEIUIEKTYaIbHYIO COOCTBEHHOCTbD.

TepMI/IH <<I/IHTCJ'IJ'ICKTyaJ'IBHa$I COGCTBCHHOCTB» OTHOCUTCA K paBJ’II/I‘IHBIM TBOpeHI/ISIM
YEJIOBEUECKOr0 yMa, HauMHasi ¢ HOBBIX M300pETEeHUH M 3HAKOB, 0003HAYAIOMIUX COOCTBEHHOCTH
Ha TPOAYKTHl W YCIyTM , WM 3aKaH4YMBas KHUTamH, (oTtorpadusimMu, KUHOQWIBMaMU U
MY3BIKQIbHBIMU IPOU3BEICHUSIMHU.



ABTOpCKHE IpaBa — 3TO IpaBa Ha WHTEUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HayKH, JINTEPATYPbl U UCKYyCCTBA. ABTOPCKHUE ITpaBa BBICTYNAIOT B KAUECTBE FapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIM/TBOPUECKUI TPYA aBTOpa He OyAeT HampacHbBIM, JacT €My CIIpaBeAJIUBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOETO TPYZAad, NOJIYYUTh U3BECTHOCTh U NMPHU3HAHHE.
HuxkTo 0e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOIUTH €TI0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HWMIIOPTHPOBATH, ITyCKaThb B MPOKAT, MyOJINYHO
UCIIOJIHSATH, MIOKA3bIBATH/UCIIONHATD B 3(Upe UiIu pa3MenaTts B IHTepHeTe.

Hcnonb30BaHne «MHPATCKOrO» MPOrPaMMHOIO 00eCTIeYeHUsI MOKET MPUBECTH K MHOTUM
pUCKaM: OT MOTEpU AAHHBIX K TBOMM aKKayHTaM J0 OJOKMPOBKH TBOETO YCTpPOWCTBA, Iie
YCTaHOBJICHHBIA HE JierajlibHas mporpamma. He crout Takxke 3a0bIBaTh, UYTO CYLIECTBYET
JerajibHble U OeCIIaTHBIE IPOrPaMMBbl, KOTOPbIE MOXHO HAWTH B CETH.

O nopmane

CereBnuok.pp — TBOHM TNaBHBIA COBETYHMK B CETH. 3AECh Thl MOXEIIb Y3HaTh O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a NMPU BO3HUKHOBEHUM KPUTHUECKOMN
CUTyallud OOpaTUTHCS 3a COBETOM. A TaKXe MPUHATh Y4acTHE B KOHKYpCaxX M CTaTh CaMbIM
U (POBBIM TpakTaHUHOM !






