HNPHAHATO YTBEPXJIEHO

Ha Ilegarorugeckom COBETE [IPUKA30M JUPEKTOPa

npoTokon Ne 1 oT 28.08.2021r. or 31.08.2021 1. Ne 135-01

[TOJIOXKEHUE
06 MHQOPMAOHHOH 6e30TaCHOCTH
1. Obume MOI0KCHHAA
1.1. Hacrosmee Ilonoxerne 00 yH(GOPMAIMOHHOH — 0e30MacHOCTH MOY
«Pomanosckas COI» (nanee - [TonoJenue) pa3paboTaHo B COOTBETCTBAU €
HOPMATHBHBIMH TPABOBBIMU JOKyMEHTAMH.

e (desepalbHBIM 3aKOHOM OT 20.12.2012 1. Ne273-®3 «3axon 06 obpa3oBaHuu B
Poccuiickoii ®egeparu» (€ H3M.);

e @enepalbHEIM 3aKOHOM OT 77.07.2006 r. 152-®3 «O 3amure NepcoHALHBIX
JaHHBIX» (C U3M.);

e ®esiepallbHBIM 3aKOHOM  OT 27.07.2006 r. 149-@3 «O6 HHGOPMALAH,
pH(QOpPMATH3AIMHA U 3alIATe prEGOpMALy (C U3M.);

o Tlocramosinenue IlpaBurensctBa PO OT 10 wmromst 2013 r. N 582 «O6
yrReprkIeHnH [IpaBui pasMeIleHusd Ha oUIMATBHOM caiTe 06pa3oBaTenbHON
OpraHu3aluyu B HthopMarmOHHO—TeneKOMMyHHKauHOHHOﬁ cetn "WarepHeT" M
o6HOBeHHS MHGOPMAIHH 00 006pazoBaTeIbHON OPraHu3aIHmy.

1.2. Hacrosiee ITomoxeHue ornpenenseT MIOPSIOK obecrieueHus
rHGOPMAI[HOHHOH Oe30TacHOCTH B MOV «Pomanosckas COID» (manee -
[IIkomna).

1.3. Tlox wHGOpPMAIHOHHOW 6€30MaCHOCTHIO MIKOJE] [JOHUMAETCS 3alIUIIeHHOCTD
pHbGOPMALUE OT CIyJalHOTO HIH [pe[HAMEPEHHOr0  BMEIIaTeNCTBa B
HOPMAJIBHBLHA TPOLECC PYHKIMOHUPOBAHMA, a TaK)Ke OT TOMBITOK XUIICHMS,
MOLF(UKALMY UK PaspyLIeHAS €& KOMIOHCHTOR.

2. OBecreuenue HHGOPMALIMOHHOH 030MaCHOCTH

2.1. CucreMmy obeciieueHns 0e30MacHOCTH MOXHO pa3buTh Ha CIeyHOIINe

[IO/ICUCTEMBI:

KOMITBIOTEPHYIO 0€30T1aCHOCTE;

6e3011aCHOCTh NaHHBIX;

GesomacHoe IPorpamMMHOe 00eCIIeTeHNE;

6e30acHOCTh KOMMYHUKAITHH.

2.2. KowmmnbroTepHasd 6e30MacHOCTh obecreanBaeTCs KOMILJIEKCOM
TeXHONOTMUECKIX ¥ aJIMUHUCTPATHBHBIX Mep, NPUMEHACMBIX B OTHOLIEHHUH
ANIIAPATHBIX CPEACTB KOMIIBIOTEPA C IEJIBIO obecriedeHusl [OCTYIHOCTH,
L[eTOCTHOCTH ¥ KOH(UICHIMATBHOCTH CBS3aHHBIX C HIM pecypcoB.

2.3. DBe30omacHOCTh OJAHHBIX NOCTUTACTCH 3QIUTON JAHHBIX OT HEaBTOPH30BAHHBIX,
CllydafiHbIX, YMBIILIEHHBIX MM BOSHHEKIIMX TIO XaaTHOCTH MOIU(UKAIIH,
paspyLIeHAR WA PasTyIaeHus.

7 4. BesomacHoe IpOrpaMMHOE 00ecTedeHue MPeCTaBIeT coboli obmiereneBbie
¥ I[IpHUKIajHble TpOrpaMMbl M CpelCTEd, OCYIIECTBISIONIAE 0e30TacHy0
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06paboTKy HAHHBIX B CHCTEME H 6e30MacHO MCIIOJB3YIOIIHe PecypChl

CHCTEMBI.

be3onacHOCTh KOMMYHHKaLUA obecrieunBaeTcs TIOCPEICTBOM

ayTeHTU(UKALTHH TeneKOMMYHHKALAA 33 CYeT TIPUHEATHL MeEp 10

[PeIOTBPALIEHHIO TIPE/OCTABICHHAs HEABTOPUSOBAHHRIM TAT@AM KPUTHUHOM

pyHGOpMAIMY, KOTOpas MOXeT OLITH BBIJAHA CHCTEMOHM B OTBET Ha

TeJeKOMMYHUKAIMOHHbIA 3a1pocC.

K o6bexTaM HHGOpMAIMOHHON 6e30IaCHOCTH LIKOJIB! OTHOCSITCH:
MHQOPMAIIMOHHEIE  PECYPChl,  COICPIKAIIAe CBeIECHHsA, OTHECeHHBIE K
KOMMEPYECKOH TaiHe, K KOH(IIEHIMAIBHON HH(OPMAIIIH, TIPE/ICTABICHHYTO B
BHJIE TOKYMEHTHPOBAHHBIX HH(YOPMAIHOHHBIX MACCHBOB 1 6a3 JaHHBIX,
cpefcTBa M CHCTeMbl HH(pOpMaTH3alud — CpefcTBa BBHIYMCIMTEIBHON H
OpTaHM3ALMOHHON TEXHHKH, CETH M CHCTEMBL, obIIecrcTeMHOe W IIPUKITaJHOe
nporpaMMHOe  OOeCTedeHre, aBTOMATH3MPOBAHHLIC CHCTEMBI  YIPaBIeHUS
pabounMK MECTaMH, CHCTEMBI CBSSH 1 TIepelatin JAHHBIX, TEXHAYECKHE CPEICTBA
c6opa, perucTpaniy, NepenatH, 06paboTku ¥ OTOOpaeHHUs undopmanmu, a
TaroKke uX THPOPMATHBHbIE (PU3MISCKUE TIOTA.

 OcHOBHbIe 3amaud ¥ (YHKIMHM OTBETCTBCHHOTO 34 uH(OPMaIMOHHYTO

0e3011acHOCTh
OCHOBHBIMH 3a/[aYaMH OTBETCTBEHHOTO 33 MH(OPMAIMOHHYIO 6e30macHOCTb
SIBJISTFOTCS:

1. Opramu3anys SKCIUTyaTallui TEXHUHSCKUX 1 IIPOrPaMMHBIX CPEZICTB 3allUAThL
UHpOPMALIAH;

2. Texywiuit KOHTPOIb PabOTHI CPENICTB 1 CHCTEM SAIIHMTEL uH(pOPMaITHH;
OTBeTCTBEHHBIN 38 MHPOPMAHOHHYIO 0€30I1aCHOCTD BBINOIHACT caegyronue
OCHOBHBIE (QYHKITHU:

1. PazpaboTka HHCTPYKIHH IIO MHGOPMAIMOHHOH 0€30MaCHOCTA: MHCTPYKIIMA
MO OpraHM3alMy AaHTHBUPYCHOM 3aIlMTEL, HHCTPYKIHH IO GezomacHoit padboTe
B HTepHeTe;

2. OGy4yeHue IIepcoHana H nonp3oaTenedi 11K mpaBuiam  6e30IacHOM
o6paboTku mHGOpPMALKKE M TIPABHIIAM paboTBl €O CPEACTBAMU 3aIUTHI
uHGbOPMAaIIUH;

3. Oprasu3anys aHTUBUPYCHOTO KOHTPOIIT MATHUTHBIX Hocureneil wHGopMalluu
¥t (aifToB SMEKTPOHHOMN TOYTEI, MOCTYTAOIIMX B [IKOILY;

4. Texymui KOHTPOJIb paboTococOOHOCTH U 3 PEKTHBHOCTH
YHKIIMOHMPOBAHMS SKCILIyaTHPYEMBIX — IPOTPAMMHBIX A TeXHUYECKHX
Cpe/CTB 3alUThl HHPOPMALMH;

5. KoHTpomb  LENOCTHOCTH  3KCIUIyaTHpyeMoro  Ha I[IK moporpaMMHOTO
obecriedeH s C IeNbI0 BhITBICHA HECAaHKIIMOHHMPOBAHHBIX W3MEHEHHH B HEM;

6. Koutpone 32  CAHKIMOHHPOBAHHBIM  HM3MECHCHHMEM IPOTPaMMHOTO
obecriedenms, 3aMeHol u peMorToM 1IK;

.7. KoHTpOIB nonb30BaHus MIHTEpHETOM.

4. OBSI3aHHOCTH OTBETCTBEHHOTO 32 MH(POPMAITHOHHYIO 0€30TacHOCTh

4.1. OfecreunBaTh (QYHKIMOHMPOBaHUE M IOANCPKHUBATH paboTOCIIOCOOHOCTD
CPEICTB W CHCTEM 3alliThl WH(OpMAlMu B Mpejeax BO3JIOKEHHBIX Ha HHX
oGs3anHocTell. HeMeeHHO OKIanbBaTh JUPEKTOPY IIKOJBL O BBIABICHHBIX



HApyIIEHASX ¥ HECAHKIMOHMPOBAHHBIX NeHCTBUSX MONB30BaTENeH U COTPY/AHUKOB,
a TaKoKe TPHHAMATE HeOOXOIEMbIE MEPEL 110 yCTpaHEHHUIO Hapy [LICHHUH;

4.2 TIpunuMaTh MEpBI 10 BOCCTAHOBJICHHIO paboTOCIIOCOOHOCTH CPEACTB M CHCTEM
3aIUTEl HHPOPMAIIKH;

4.3. TIpoBOfUTh MHCTPYKTaX COTPYAHWKOB H nons3osateneii [IK 1Mo mpaBUiIam
paGOTBI ¢ MCIIONb3yEeMBIMH CPEACTBAMA 1 CHCTEMAaMH 3alIUThl HHHOpMAaIiH;

4.4. Co3maBaTh ¥ yAJIATH YUCTHBIC 3alUCH [10JIE30BaTEIIeH;

4.5. ®opmupoBaTh M IPEACTAaBILITE MAPOIH JUls  HOBBIX IIOJIB30BATEleH,
aJIMAHHACTPHUPOBATH IIPaBa TI0JIL30BATENEN,

4.6. OTciaexuBaTh pabOTy AHTUBHPYCHBIX HIPOrPaMM, IPOBOIUTE OJMH pa3 B
HeJIeNTrO TIOMHYIO NPOBEPKY KOMITBIOTEPOB Ha HAJIMINC BUPYCOB.

5. TIpaBa OTBETCTBEHHOTO 32 MH(OPMAIMOHHYHO 0€30I1aCHOCTE

5.1. TpeboBath OT COTPYAHHKOB H HONB30BaTENell KOMITBIOTEPHOM TEXHUKH
Ge3yCIOBHOTO  COOIIO/ICHNS YCTAHOBJIGHHON — TEXHOIOTMH M BBITIOJIHEHHUS
MHCTPYKI[Hii IO 00eCIeqeH IO 6e30MaCHOCTH ¥ 3alIATH HHPOpPMAIHH, coziepxKalen
CBEIEHHs OIPaHHIEHHOTO PacIpOCTPaHCHIA 1 3IIeKTPOHHBIX TLIATEKEH;

5.2. TOTOBWTH NPENIOKEHHA IO COBEPIICHCTBOBAHMIO HCTIONB3YEMBIX CHCTEM
3amUTHl HHGOPMALMHA B OTIEIBHBIX UX KOMIIOHEHTOB.

6. OGeceuenye HHGOPMALMOHHOM 0e30MAaCHOCTH II0 BHEIIHAM ITEPPOBLIM JTUHHIIM
CBA3H

6.1. 3anpemaercs HeCaHKIIMOHMPOBAHHOE MCIIOJIB30BAHKUC MOIEMOB MM HHBIX
CpeicTB AOCTyNa ¢ NEPCOHANBHOTO KOMITBIOTEPA, MOIKITIOYEHHBIX K BHYTPEHHEH
CeTH, BO BHEILIHUE CCTH;

6.2. Bpemsi mocTyma W THIl TPOIPaMMHOTO obecreueHusi, TOCPEACTBOM KOTOPOI'O
OCYyILECTBISETCS ~ HOCTYN BO  BHEIIHHC ceTH, OIpeHeIieTcs CHCTEMHBIM
aIMHUHHCTPATOPOM.

7. JloroBop ¢ MOJTE30BATEIIMY O HePasTJIAIICHIH nHbOpMALMH

7.1. Tlpu 3aKiiOYeHMH TPYHOBOTO JOrosopa ¢ COTPYAHUKAMHK CIEIMaIbHO
oropapuBaeTcsi M IHCBMEHHO obopMIAeTCcs OTBETCTBEHHOCTb COTPYAHMKA Ha
ciyuai pasriamenis UM UH(QOPMALHH, CBA3AHHON 3alAIICHHOCTBIO uH(pOpMALIUH
OT CIy4alfHOTO WM IpeJHAMEPEHHOIO BMeIIaTeNbCTBA B HOPMANIBHBIM MIPOLECC
YHKIIMOHMPOBaHHS, @ TakKe OT IMOMBITOK XHALeHnsd, MOIU(pUKAINd WA
paspylleHHs ee KOMIIOHCHTOB, K Takoit wuHdoOpMammud OTHOCATCS MMEHA
HoTB30BaTeNetl, apoiiH, ApXUTEKTypa CEeTH, BUIBL IPHMCEHACMBIX METOJIOB 3aLUTHI
15 3 )

7.2. Tlpy mnoiy4eHHH HOCTYNa K CETEBBHIM pecypcaM, IOJIb30BATENN  JOIDKHEL
IPOXOJATE BBOIHBIA MHCTPYKTaX C perucrpaiell B CHCIHATBHOM JKYpHAIC 1
[0Jly4aTh Ha PYKH MaMsTKy, COCTaB/ICHHYIO Ha ocHoBe HacTosiero llomoxenus,
COZEpXKaIlyl0 TEepeucHb TpeboBaHMA IO uHAOPMAIIOHHOH — 0e30TacHOCTH
00S3aTENBbHBIX ISl BBIITOTHCHHUS.

8. O6ecreuenue HHGMOPMAIMOHHOK 0e30MacHOCTH TIPH MOJIb30BaHUK BHEITHAMHI
CeTeBBIMH pecypcamMu

8.1. PaboTra ¢ BHEIIHUMHU CETEBbIMH peCypCaMH (MHTepHeT, 3JE€KTPOHHASA [104Tad H
T.11.) HE JIOMycKaeTcst 0e3 opranusanii AHTHBHPYCHOM 3aIUTEL

g.2. Tum NPUMEHAEMOro  AHTHBHPYCHOTO [IPOTPAMMHOTO  OOeCIIeHeHMs
OTpe/IeNAeTcsl CHCTEMHBIM aIMUHICTPaTOPOM 1 SBIISETCS OOLIMM JUIS BCEH MIKOJIBL.



83. OGHOBIeHHe 0a3pl WCIONB3YyEMOro  aHTHBHPYCHOTO [IPOTPaMMHOTO
oBecredeH s OCYIIECTBIAETCS aBTOMATHIECK) HE PEKE 1 pasa B HEJIEIO.

8.4. CBOEBPEMEHHOCTh OOHOBJICHHUS AHTUBHPYCHOTO IPOrPaMMHOTO OOeCIIeueHHUs
oGecrieurBaeT CUCTEMHBIH aIMUHHCTPATOP.



